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1-1. AT AHeE (BEARHRY v —0HE)

12.N— Ry =T ARy 7

KU AT DERT DGO N— R T =7 Ay 7 2L FIRT,

SAMPLE

HA TIT 4 7 R K NA B

KA N4 FW1 FwW2

G 2 Cisco ASA5520 Cisco ASA5505

sz A7 X2 VT AT TITAT VA X2 VT4 TTITAT A
VAFH TFvia 256MB 128MB

AEY 512MB 256MB

TrF AT — T F—LAZL—TF >k

R 450 Mbps

K 150 Mbps

VPN O 2ZL—F» k

fx K 225Mbps

X 100 Mbps

[T v > a 8

280,000

1000

A B—T=A A 10BASE-T / 100BASE-TX / 1000BASE-T x4 | 10BASE-T / 100BASE-TX x8
EELH 10BASE-T / 100BASE-TXx1

TLRAbHERE TIT 4 TIT 7T 4 THERK R HR—h
T I T 4 TIAE A Kk

IR B 100 ~ 240 VAC 100 ~ 240 VAC

EMGH T | R 150 W/ 190 W 20W/96W

U TIF = XXXXXXX YYYYYYY
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KU AT DERT DHEROT A AL T A £ ZEBE LT ISR,

SAMPLE

HH TIT AT AL A K
ASAN—T g v 8.2.3 8.2.3

ASDM R— = 6.3.4 6.3.4
T7AT =T F—E—F Routed Routed
T HARE—R Single Single
FA4BA VPN Plus VPN Plus
Rz T XA MY 2 2

B K VLAN %% 150 150

B KB Unlimited Unlimited
Failover 7 Active/Active Active/Active
IPsec VPN v 7 %% 750 750

SSL VPN v 7 # 2 2

VPN DES Encryotion Enable Enable

VPN 3DES and AES Encryotion Enable Enable
AnyConnect Mobile Disable Disable
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SAMPLE

Interface Name Enabled SEERy IP Address Redundant WmerEme MTU Speed Duplex
Level Only
GigabitEthernet0/0 outside Yes 0 Use PPPoE No No 1500 Auto Auto
GigabitEthernet0/1 inside Yes 100 172.16.10.10/24 No No 1500 Auto Auto
GigabitEthernet0/2 DMZ Yes 50 172.16.20.20/24 No No 1500 Auto Auto
GigabitEthernet0/3 No No No
Management0/0 mgmt No 100 192.168.10.10 No No 1500 Auto Auto
nFW2 (R 5 31 1)
Interface Name Enabled | SeOWity IP Address | Redundant | M2P28ement |y | gpeed | Duplex
Level Only
GigabitEthernet0/0 outside Yes 0 Use PPPoE No No 1500 Auto Auto
GigabitEthernet0/1 inside Yes 100 172.16.10.11/24 No No 1500 Auto Auto
GigabitEthernet0/2 DMZ Yes 50 172.16.20.21/24 No No 1500 Auto Auto
GigabitEthernet0/3 No No No
Management0/0 mgmt No 100 192.168.10.11 No No 1500 Auto Auto
mPPPoE % 7E
HH IP Address
Group Name PPPoE-Group
PPPoE Username ABC123
PPPoE Password chap
PPP Authentication ek
Store username and password in local flash Enabled
1-3-2. V=7 4 U TRRIE
1-3-3. & Al A VERGGT
6
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Xy NI—=IF T V=l MZONT
Xy NIT—=IF T2l NI, FANBLORY hT—27 D IP 7 RVAZEFNIER LT, BBEOREEZNR LTI 2D
e, FETANT LRV ICERTIER
FHOT FURAERINAREL 18D, DI, AT V=7 MOERELE LG A, ZENFIHBNCEOAT V=7 M afli
AT 2T _RTOL— VA ESND,

DELDThHDH, TIVEAL—ARL AAA L— N EDOEXa2 VT 4 RY V—%BET

Sy NI =0 F TV =7 NOREEXLUTITRT,

Name IP Address &%
outside-network - PPPoE #f
insidel-network 1723k sk .3k %k .0/24
inside2-network 1723 3k .3k % .0/24

2-1-2. B —E R T IN—TFRE
Y= AT )N—TIZDONT
=R NV—T1E, BE LA —TITEREOS— R EZHEF T 50 THD, 1207 NV—TIHEBEDOZ A T DT 1
Farty—rzx (K—hFr—=) ZHEEL, 778 AV—AERBCEROV— A2 EHRTH I ENARETH 5,

P —ERTN—TDFEEELLTITRT,

Service Protocol {5

RDP TCP/3389
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2:2. 77 AT —U+—NARY —FKit
Ty hU—=27 7 72 ZAHIHERY) O —OFREERT,

* inside1-network/24(172. % %.% %.0/24)7)>5 inside2-network/24(172.% *.* %.0/24) & outside-network(Af > % —% > )
DT I AEHRT D,

*inside2-network/24(172. % % .% %.0/24) 7> 5 iinsidel-network/24(172.% % .% %.0/24) & outside-network(f % —% v k)
DT I AEHRT D,

- outside-network > HIXETCHOT 7/ B AZERT D, 72 LIE— T 7 BAY—EA~DOERIZZORY —M 5k
NEnzs,

inside_access_in <inside xy hU—Z7 ~DT 7 & x>

Source Destination . . .
# | Enabled <E[E50> PRI Service Protocol Action Logging
1 On insidel-network/24 any ip Permit Default
2 On any any ip Deny
DMZ_access in <DMZ Ry U —F7 ~DT 7 ZX>
Destinati . . .
# | Enabled <§£§§_§> jg}%zggn Service Protocol Action Logging
1 On inside2-network/24 any ip Permit Default
2 On any any ip Deny
outside access in <outside X v NU—2I7 ~DT 7 ¥ x>
Destinati . . .
# | Enabled <58£%r§_§> j%l{%&;ﬁlgn Service Protocol Action Logging
1% On any any ip Deny Default
2 On any any ip Deny

*Deny = 75 H O Access Rule
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STHEILRA PBLUFR Y T —I DD RERT 782570y 735, ARCIET 0y ZFEMAEHL, 20O
MM T T D7 ay 7 2ERT 5, UTE7r vy 7O 7 v A %2R LIERITH D,
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FASRFCRE—F+I2747—94—AVRUS—ICKBHETO R
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S ybOIAE—ERELTHHEND

DFWA Y o—

{\ FWIZTRv ER

OBt Y—

@ARC

®VI=FrxA VA%

(FyBILRARYRavbE—5

-S54 F

@I T=F AN AU bTI Va3Vt

OIRYrTIaVT4LE

IOy BRTYIVay

f

s TI—MER
RNI=E %/
* SNMP Trap

| (RPN DA DAV

Interface

ASA55201=k % 7 7 4 7—"7 + — LHHE

AIP-SSM20 (Cisco IPS) (=& R AMREIHEAE

e | s e BHRE
DFWAR Y o— WA ) S — T ORRHT . [6v5=FrEETOBRE
| '\‘I i [BELETT=Fvoi <o rgE
@UI=FrARIATLA LRU I AYUADBIES BEELT =T
(BLIT=FRBEADARINTIVAY) | v TRESNIA RS FEBID
@Y =F ARV RUNT Iavt—iN—
S4K RiskRatelZ& < 79 ¥ a v &Em
(RRIZEDSVNTF S av BT HiE)
OARUNT I IV TAILE = . . e
(F=4D, TRUR Kb RRGLIES | ZI5T 70 TELA. Ao b RREE
WTT oYU ERIRS ke = 77>avERR
TI—hER
®@ARULT I AV INIES Ay (nline®—FK)
(ARUNTOLa RIS iR P T
SovkoIBR
@ARC TAFUTTFIA R (ASA5520) N T VXU T E
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4. Firewall Access Rule(7 7 & A U A K)BIIFNE - + « sample D72 HIEFER
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SAMPLE

1. BB GUIL: ASDM ~Du 7 A FE

ASAB520% GUI TRRIE « BET A7 DASDMA EE) - 1 /' 1 T A FIE T,

1

Web 77 U %&b EiF
https!//XXXXXX ~7 7 &
A%,
N=UNRFRINZ S Run
ASDM R&Z %27 Y v 79
el

\:E_g e ps od ® | o sing 2 ~|l
X Brwindowsive sng B v EEEE A JAh ALH— MSN | BAA
& BEEAD | &3 B Web ASAR 05, v :

| & cisco ASDM 6.2(3) ] - v O @ v A=T) vy T-IFA(E) v YO @~ 7

alealn
cisco

% Cisco ASDM 6.2(3)

Cisco ASDM 6.2(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisc[ASDM can run as a local application or as a Java Web Start application.

When you run Cisco ASDM as a local application, it connects to your security appliance from
your desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.
+ One desktop shortcut allows you to connect to multiple security appliances.

[ Install ASDM Launcher and Run ASDM |

‘ou can run Cisco ASDM as a Java Web Start that is d
rom the security appliance.

« Click Run ASDM to run Cisco ASDM,
o Click Run Startup Wizard to run the Startup Wizard. The Startup Wizard walks you
through, step by step, the initial configuration of your security appliance.

Run Startup Wizard

Copyright ©® 2006-2009 Cisco Systems, Inc. All rights reserved.

NR—DRRTENELEL @ (H—Fw b | REE—F BN fa v R|100% ~

AIE BA 2 0D Tl R ] 1 A3 3R &
No50T NIV ZiEs,

e | J
Y - —— |
Fohe

i 192.168.
FE{TH: 192168

0

e 1 {SRTEZY AL TEEBA B HHRIE TEEBWTLE, PTUT -SabOLRTEE#R
TERREGDH. HITLTHEE N,

SFIBEIRN..

0 7oA NERATI DR 7
Ty TINERRENDLDT
Username : XXXXXX
Password : BlIi&EEFFLHK
Z AL, OK A& %4
R

@gscoASDM-iDﬁ' (46 e S

L, Ciseo ASDM-DM Launcher 5.
Device IP Address / Name: |192.168. ~|
Username: F sdmin ]
Password: Il ‘

[7] Run in Demo Mode

& &
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4

7oA R D & A R
iE - #fF4 ASDM Tl
2%,

File View Tools Wizards Window Help

Look For:

@ vat@y{)mlmmim [ menitre | (i) sove @ Retech | D ek ©) Fermara| D i

Home

=7 Devies List

ASA Version:
ASDM Version: 6.2(3)

Firewall Mode: Routed
Total Flash: 128 MB.

Device Type:  ASA 5505
Context Mode: Single
Total Memory: 256 MB

Tntertace 1P Address/Mask
Host Name:  fw1 inside 192.168.25.1/24
82(2) Device Uptime: 0d Oh $4m 285 outside 192.16824 251/24

Line

@ down
Ow

Link Kbps
@down 0
O uw 4

Select an interface to view input and output Kbps

|

£5  Jun 022010 233158

<

3 .« i

43 Teardown TGP connection 38 for outside:192.16:

Clientless SSL VPN: 0 SSL VPN Client: 0 Details Connections Per Second Usaee 3
CPU  CPU Usage (percent) o -t
00
195 50 2320 2330 2331 2332
- M UDP 0 BTGP 0 M Totak 0
| ) -
2305 o = = o S = ‘outside’ Interface Traffic Usage (Kbps)
Memory  Memory Usage (M) 0
200 = N
= 0
) 100 o
2328 2320 2330 2331 29| | -
Latest ASDM Syslog Messages Slaglafe
Severity Date Time  SyslogID Source IP Sowrce Destination P DestinaDescription 4
|
L6 Jun022010 233158 302014 1921682456 21777 19216824251 443  Teardown TGP connection 39 for outside:192.168.24 56/21777 to identity 192.168.24 251/ »
302014 1921662456 21776 19216824251 4 02456/21776 to identit-192.168.24 251/ &

Device configuration loaded successfully.

repl-admin 2

3

10/06/02 23:32.06 UTC

Real-Time Log Viewer %
BIR L7256 fEd Lo
o 7 L X)L % Logging
Level 72534 L, Buffer
Limit 2 & KE£ R~ ¥ %
ANLT (F 7+ ME
1000 {*) View R % o % §f
ED

j Cisco ASDM 6.2 for A 68.24.25
File View Tools Wizards Window Help

T 1 S

a
4 Loe Buffer

) Device List

| oeeie

Real-Time Log Viewer

Click the View button below to start displaying syslog messages in real time. Select
the desired logging level to see messages at that severity or higher.

Debugging i

Logeing Level

Buffer Limit: 1000

sock fog - Wl |
@ tone o Confiuraton| (] Moniorine| (] save Q@ Fetesh| Q) sk () | D | ‘cisco’
i T ? o

repl-admin |2

10/06/03 14:24:51 UTG
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RENY 7T v 7+ VA MNTFIR

1. BENNYIT v
BB ORED NNy 7T v P2 ET 5 FRIETT,

T FIIE X
24 7
1 ASDM % f#htg Bit> — s
| Go
bl
JLN—T rTOOlSJ IR Home wqmmm“_’ﬂ Woriterng) () Save @ Retres| D Back () Fervae| 2 Helo| J cisco
L femtariaces @8 X | Monitoging2 Jnterfaces 2 ARE Tabla, o
T 6 H 5 gmw -ARP Table -
° E || 3 oynamic AcLs Each row represents one ARP table entry.
A B Interface Graphs
|==f| - 4i#] IPv6 Neighbor Discovery Cache
B PPPOE Glient Tnterface 1P Address MAG Address Proxy Arp
—
T
s —
w!}ﬁs
e Refresh
i Routing
| Qaprmeris
i g& Logeing
> Last Updated: 10/06/01 & 1827
Contacting the device for latest monitoring data.. IEEN (R actve  mat-admin 15 10/05/28 174846 JST
~ © —
2 Fay 7 A =a—

INFR I %D T Backup || File View I_Iool_s. I Wizards Window Help
Configurations BRI Cormnmand Line Interface...

Show Cormmmands Ignored by ASDM on Device -
%, I fe
m
|| Packet Tracer...

o L
g ..... Ping. o L
2|

@ Traceroute... m
Bt

File Management... 1

----- Software Updates » |

..... = Backup Configurations |l

Restore Configurations

Systern Reload...
IPS Password Reset...
Administrator's Alert to Clientless SSL ¥PN Users...

Preferences...

I ASDM Jlava Console...
SR vy T I
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3

Wy 7Ty TR R
S5 D T, Browse Local
W EM L TRIFE L
T AN EIRET D,
TH#ID Backup HN¥ %
W LNy 7T o7 HBH
Hmanhd,

! Backup File: ‘

Backup All
| Runhing-configuration
| Startup—configuration
/| Backup All Images
image
3 images / Profiles
/| Backup All SSL VPN Configurations

SSL VYPN Configurations

Browse Local..

Backup

Ny 7 DEEATIRIL DS R
shb,

B Backup Progress

Progress Messages:

[ Back up translation-table customization language ru
Back up translation-table PortForwarder language ru
Back up translation-table webvpn language ja
Back up translation-table customization language ja
Back up translation-table PortForwarder language ja
Back up translation-table webvpn languaee fr
Back up translation-table customization language fr
Back up translation-table PortForwarder language fr
Backing up Customization
Back up customization DfltCustomization
Back up customization Template
Backing up Cisco Secure Desktop Image
Backing up AnyConnect(SVC) Client Image
Backing up Preshared Keys
Backing up Certificates and Keys
Backing up Web content
Backing up CSD Configuration
Backing up Proxy Auto-Config
Backing up Application Profile Custom Framework
Backing up Pre~fill Scripts for Connection Profile
Backing up Dynamic Access Policy
Backing up Bookmarks
Backing up Plug-in

Backup finished in 26 seconds.

|'>

<

Close

Ny 7T v 7TDULER—K
WERENTZH OK RH
VERLTARYy T T v
2L %,

Z D% FBE LI R A7 T
\ZRRE T 7 A VW ZIP 7
7ANE L THRFSINT
WD HELHRT D,

B8 Backup Statistics

Backup Statistics Report:

Success messages:

Running-conf iguration available
Startup-conf izuration available
Translation table available
Customization available

No Certificates and Keys available

Failure messages:

Mo Plug-in available

Mo Bookmarks available

No Dynamic Access Policy available

No Pre-fill Scripts for Connection Profile available
No Application Profile Custom Framework available
No CSD Confizuration available

No Web content available

No Preshared Keys available

No AnyConnect (SYC) Client Image available

Mo Cisco Secure Desktop Image available
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HEL T CIHMEICHEN S > TG B ICURIRGTE LT NNy I T v T 7 7 A Vv G

SAMPLE

HEE KT FIHTT,

TH

FIA

B4

1 ASDM # L #hi% L — —
- e mm
/I//\‘ — T rTOOlSJ % igg*ﬁ ) Home Ooaﬁguafm|@ Monitorine| Q,S“” Q%‘“IQMQ Fuvwaiit 2,“‘% ,/,l cisco I
|, |[ nterfaces g % X | Monitoring > Interfaces > ARP Table -
” = e ~ARP Table S '
T é ° Zl - g g;‘ifm ACLs Each row represents one ARP table entry.
B Interface Graphs
E 2] IPvB Neighbor Discovery Gache
0 PPPoE Client Interface IP Address MAG Address Proxy Arp
C—
B
=
E &Lﬂum
2 Last Updated: 10/06/01 818:27
Contacting the device for latest monitoring data.. IEEN (R actve  mat-admin 15 10/05/28 174846 JST
2 Fey 77X A=a— |
e — File View | Tools | Wizards Window Hel
7‘7)) %ﬂ—\‘ é j/L 5 @ T Restore ot e e ) [ o 703 e A T SN Tt \;p
. . N { Command Line Interface...
Configurations % & 3 | Home | &4 s
Show Commands Ignored by ASDM on Device E
é o = €
&5 Packet Tracer...
(4 L
-E_ 1 -
: Ping... 2
oy
@ Traceroute... m
]
File Management... [
Software Updates > |

¥ _ Backup Configurations

Restore Configurations

Systemn Reload...
IPS Password Reset...

Administrator's Alert to Clientless SSL ¥PN Users...

Preferences...
=
. ASDM Java Console...
D.-l.' u.\;r\n T ik I
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SAMPLE

3

Ry TT7 v TREREN
% DT Browse Local 7~ %
YEMLTRET 7 AV
RAFEN BRI E L. Next
WY TR,

f‘R'&store Configurations:

Select Zip File: |

] l Browse Local.. I

]I [ Glse ||

Help

]

UABRT ZATWTEWEE
TrANMITF =y 7 LT
Restore R # & 4LV
A2 NT BB S IS,

|| Start-up configuration
All Security Images
[ |Cisca Secure Desktop image
|| AnyConnect Client images
SSL VPN Configurations
S5L VPN Configurations

[ Restore ][ Close

J |
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